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Abstract

Human Body Communication (HBC) is expected as a new transmission method for networks
between wearable devices (e.g. Body Area Network — BAN) or for interacting with electronic objects
of Human’s daily life. A communication system like HBC bring a lot of advantages, such as a low
power consumption, a relatively low cost, good EMC features and good security level (partly because
of the short distance transmission).

In previous studies, transmitter and receiver electrodes for HBC had been designed and optimized
by impedance matching. The communication system is safe for the human body and use a frequency
of 10 MHz for its transmissions. It is designed for low-consumption communications with small and
light devices. Simulation had been made with software to ensure the effectiveness and the safety of
transmissions.

The next step is to try out this Human Body Communication system in some real case of use. In
order to do that, we are currently designing two identical modules using this transmission system.
These two modules will allow two computers or other terminals to communicate. They will be
composed of a transmitter electrode, a receiver electrode, a microcontroller and an USB port in order
to plug it to computers, tablets or mobile phones. As this transceiver module has to consume as less
power as possible, we chose a special microcontroller which provides a lot of way to manage and keep
power: PIC24FJ64B002. This microcontroller is also quite powerful since we will have to use it with
complex algorithm and software sometimes during expected tests. At the time of writing this paper,
the two testing modules are not yet completed and some work is still needed.

Future plan

As previously mentioned, after finishing the design of the two transceiver modules, we expect to
use them in order to test the effectiveness of this Human Body Communication system in real
environment. For this, we will write some programs for microcontrollers, each of them for a different
case of possible use of the system. Several scenarios were selected for testing the modules: an
application for unlocking computers and mobile devices (with an ID contained on a wearable device),
an application for transferring data between two computers, an application for accessing data of a
device trough another and an application which will manage an send data from sensors (healthcare
system simulation).

During all tests, power consumption and transmission reliability will be measured, calculated and
analyzed. Depending on the results, programs will be modified to obtain the optimal balance between
consumption and transmission reliability. Indeed, error correction techniques will probably be
relatively costly in power. Duplication of data and retransmissions, which are the main techniques to
protect against transmission errors, are to be minimized. Actually, microcontrollers must remain on
inactive, sleep or idle mode as much as possible to save battery. Moreover, the low transmission speed
also limits the amount of data to be transferred. Thus, be successful in ensuring good transmission
reliability and low power consumption could well be challenging.



1. Introduction

Recently, Human Body Communication (HBC)"
has attracted interest as a promising wireless technology
for close range communication when constructing a Body
Area Network (BAN)®. Human body communication
uses mainly the human body and some space around the
body for signal transmission. This communication
technology consumes very little power and allows
transmission only over a limited known distance. Thus, the
radiated electric field is low and it provides a relatively
secure  transmission  with  good electromagnetic
compatibility comparing to normal wireless technology.
As Zigbee® communication protocol, human body
communication is triggered only when data is sent and
while transmission is available. No power is lost between
two data transmissions, making of human body
communication a system with low-power consumption.

Interesting prospects for using human body
communication are wearable devices used as identity
checkers and most of all health care systems composed of

wearable sensors™®

. In this last system, vital signal
collected by wearable sensors has to be transmitted by
using human body to a mobile terminal which will
monitors the user’s health condition. For such wearable
devices, low-power consumption is critical. Transmissions
errors and incorrect data at reception should also be
prevented since a person life could be at stake. Therefore,
improvement of the transmission efficiency while
maintaining low-power consumption is a key problem.
Moreover, such a system must be robust and well-tested.
In this study, we are actually designing a transceiver
module in order to test the effectiveness of a human body
communication system in real case of use. Electrodes we

X0 Since

are using were designed in previous studies
simulations had already been made with these electrodes,
hardware of our system is already efficient but still need
some improvement. At the time of writing this paper, we
didn’t started yet the software part, but the final goal of
this project is to develop and optimize programs of our
module for improving the reliability and efficiency of
transmissions. The low-power consumption remains also

one of our main objectives.

2. Design of the transceiver module

2.1 Role of a transceiver module

In order to be able to test our human body
communication system, we need two small modules which
will be plugged on different terminals (including
computers, tablet, smartphone or other mobile devices).

These two transceiver modules are able to communicate
with each other’s through human body. They will be
connected to terminals for recovering their sent and
received date, for analyses and other tests.

A transceiver module is mainly composed of a
transmitter

electrode, a receiver electrode, a

microcontroller and an USB port.

2.2 Transmitter and receiver electrodes

Electrodes of our module were designed during
previous studies®®. They were optimized by impedance
matching in order to provide a good transmission at
10MHz with low-power consumption. Conclusives
simulations on a human arm were made by computer
software to validate these electrodes. Each transceiver
module will have the two types of electrodes in order to be
able both to send en receive data. Figure 1 shows
simplified shapes of electrodes. The transmitter electrode
was initialy designed for a wrist-watched device so its size
is 24mm by 24mm. However, simulation were made with
a receiver of 60mm by 120mm (sized to be mounted on a
mobile phone). We are currently trying to lower this size
in order to facilitate our tests. The thickness of these
electrodes is 10mm and will also be lowered if it is
possible, depending on the results of tests.

Transmitter Receiver

Circuit }'/ 4
board . Excitation point e
£
T -

Ground electrode Signal electrode

Figure 1 Transmitter and receiver outlines

2.3 USB port

Even if the transceiver module can send data using
human body communication and can work in standalone
mode (i.e. without being plugged on and monitored by
another device), we need another way to communicate
with computers and other devices. Indeed, we will want to
send data from or to computers (or mobile terminals) with
these transceiver modules. Therefore, we must have
another way to connect the module with other IT systems.
Moreover, even in a standalone operation mode, we need
to verify the effectiveness of transmissions between the
two modules and check data transferred. We cannot use
human body communication for that since we are not sure
it is entirely reliable yet. Adding an USB port for allowing
connection with computers, tablet or mobile phones
seemed to be the best choice since almost all these sort of
terminals can wuse this communication protocol.
Furthermore, this is a protocol rather simple to use and
relatively fast.



2.4 Microcontroller

The choice of a microcontroller was also important
for our system. Indeed, since we need to equip wearable
devices and take care of the power consumption, we need
a small microcontroller with advanced features for
managing power consumption. We were also limited in
our choice by the USB compliance needed for this
module.

We finally chose a PIC microcontroller, the
PIC224FJ64B0027). This microcontroller has an operating
voltage range of 2.0V to 3.6V with a relatively low native
consumption. It allows using XLP technology (eXtremely
Low Power) which provides a lot of interesting features to
limit consumption and several selectable power
management modes: Sleep, Deep Sleep, Idle, Doze and
some Alternate Clock modes. This microcontroller also
possesses 28 pins with 15 of them available to connect
sensors or other peripherals. It is also fully compliant with
USB 2.0 OTG (On-The-Go) which allows using both
master mode and slave mode easily and quickly. It is
important that the host mode is supported since we will
probably need it in some of our test-scenarios. In addition
to that, the microcontroller has some RAM memory which
will be useful to store data from sensor and also enough
memory for rather complicated and big programs. Thus,
for all its features, it seems perfectly suited for our study.

3. Expected applications and scenarios

In this section, we list and explain applications that
we hope to implement using our human body

communication system in a near future.

3.1 Identity checker

The first and simplest application of this HBC
system we want to experiment is an identity checker. Few
data need to be exchanged for this application and this is
why we will probably start with it. Two different scenarios
can be tested. For both of these scenarios we will want to
unlock an application on a desktop or laptop computer.
One of our modules will be connected on an USB port of
this computer.

For the first scenario, the other transceiver module
will be connected on another computer. This last computer
will know the identity key to unlock the target. It will send
it to the other computer through both transceiver modules
and human body.

For the other scenario, the second module will be
work on standalone and send the identity key by itself
(which can be stored in its memory or generate with some
algorithm). We can also use sensors plugged on the
transceiver module to get vital signal of the user. This

information can then be used in addition of the ID key in
order to identify the user with more security.

We will test this application by using both false and
correct keys. System efficiency could be checked
according to obtained behaviors.

e ™

N =
Figure 2 Outline of the identity checker application

3.2 Transfer data between two computers

The second application we will try to implement is a
transfer of some data from a computer to another. When
we say computer, it can also be tablets or mobile phones.
This application is similar to the first scenario of the
identity checker but this time we will try to send more
data. The idea is to obtain an estimate of the maximum
reachable data rate of the system while maintaining a
reasonable efficiency (few errors). We hope to be able to
exchange some small files. It will not be possible to
transfer large amount of data since the data rate will not
exceed some kbps with electrodes used.

4 A

\

\_ J

Figure 3 Outline of the data transfer application

-

3.3 Access and manage file from distant computer

This scenario is slightly different from the last one.
Here, we expected to access data and files of a computer
from another. The two transceiver modules will still be
connected by USB to two different computers, tablet or
mobile terminal. No active action is needed from a user on
the side of the target computer, all will be automatic. An
interface similar as a file explorer will permit to delete or

modify data of the targeted system from the other



computer. The interest could be to access data from a
mobile phone, or even a device without display, directly
from another computer (for instance similar as an FTP
access to a distant server). This application will be more
complicated to implement because a significant amount of
data have to be exchanged from both sides. We will see if
the idea is feasible according to the results obtained during

the previous two scenarios.

3.4 Manage data from sensors

The last application is a sort of small-scale
simulation of a health care system, with only one or two
sensors. We will try to store and manage data send by
sensors with one of our transceiver module in standalone
mode (not plugged by USB to a computer). Then, data
could be sent to a mobile terminal or computer when a
connection is available (when the user touches a computer
or a mobile phone equipped with our module as shown on
the Figure 4). Since we want our microcontroller to work
as less as possible in order to keep a low consumption,
analysis of the sensors data will be made by the mobile
terminal or the target computer. Simple check on the
values can be performed by the microcontroller, but no
long or complicated computations. We will probably use a
wrist-watch type device equipped with a sensor for this

application.
Mobile terminal
Wrist-watch type
wearable transmitter

Hur.nan_ am Electrode on backside

Figure 4 Transmission between two modules

4. Transmission analysis and improvement

4.1 Power consumption

During all mentioned applications and tests, a
calculation of system power consumption will be made.
The power consumption of our system is critical,
especially for the last application (health care system). If
we record an excessive consumption, improvements could
be made on the software part. Indeed, a better use of
power management modes (sleep mode, doze mode,
etc...) when the system does not need to be fully active
could significantly reduce the power consumed depending
on the application.

4.2 Transmission reliability

Transmission and communications errors will also
be detected during tests in order to get an estimate of the
loss rate of the transmission. According to the amounts of

errors, measures will be taken to improve the reliability of

the system such as some sort of retransmission algorithm
(ARQ — Automatic Repeat Request) or self-correction
algorithm (FEC — Forward Error Correction).

However, such measures could significantly
increase power consumption. An effective compromise
must be found to balance consumption and reliability of
the system.

5. Conclusion

For the hardware part, some size modifications are
required, particularly for the receiver electrode which is too
large for a small wearable device. Then, programs must be
created and optimized in order to test proposed scenarios and
applications. Finally, we must try to obtain secure, robust and
efficient transmissions while maintaining low power
consumption.

Moreover, we recently made some experiment with a
slightly different human body transmission system and the
results were fluctuating and unstable. We just tried to transfer
some random data from a computer to another with this
system. The transmission efficiency depended strongly on the
position of the two modules in respect with the user’s body.
The way to attach and wear the module changed completely
the reliability of the transmission. The position of the user
himself was also important (for instance sitting or standing).
We will need to consider these facts in our study. According to
these experiments, even if this system works quite differently
from ours, we will need to do some electromagnetic analysis
to explain these characteristic and to optimize our system.
This project started recently and much remains to be done.
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Figure 1 Temporal power variations of EEG training signals under emotional

stress (calculation).
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Figure 2 Temporal EEG power variations under stress with anxiety feeling.
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Figure 1 Vanishing Waxing & Waning of EEG training signals by thermal

stress and its recovery by neck cooling.
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